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Resilience to natural and man-made events has become an imperative 
for our society. Recent events have reinforced this need, that cannot be 
neglected neither postponed. The costs associated to the recovery from 
disruptions caused by both natural and man-made events are huge as well 
as the complexities we have to cope with. Effects are going to increase if 
projected into the future, exacerbated by, for instance the effects due to 
climate changes. Thus, the adoption of a resilient approach is mandatory to 
minimize the damages and consequences to our strategic infrastructure, 
cities, communities and society. 

OVERVIEW

Building Resilience to natural and man-made events is of a prime importance in an ever-growing and interconnected 
world. Indeed, Resilience sits in an intricate interplay among individuals, communities, institutions and Infrastructure. 
Moreover, it is well assessed that Resilience depends on many factors such as technological (e.g. platforms and tools), 
human (e.g. capability of intervention and exploitation of information from citizens and users) and user’s acceptance 
(understanding the added value provided by novel technological solutions for the improvement of operative 
capabilities, during ordinary and extraordinary conditions).

In this context, this document has to be intended as an overview of RINA capabilities and service offering in the 
field of Resilience Engineering with a focus on two strategic applications: critical infrastructure resilience and 
disaster resilience. Typical users are owners, managers and operators of a critical Infrastructure (e.g. transport, 
energy- power, oil, gas, electricity, health, finance, water, information and communication technologies), authorities 
and governmental organizations in charge of safety and security of the infrastructure, civil authorities and users in 
emergency management (e.g. public authorities, cities, regions, civil protection agencies, search & rescue teams, 
non-governmental organizations).
 
To tackle emerging risks and challenges, RINA is strengthening its capabilities in the prevention, detection, response 
and mitigation of natural and mad-made hazards, covering all aspects across a resilience perspective (robustness, 
redundancy, resourcefulness, rapidity). Spanning from the design of technological solutions to the development of 
policy and user’s recommendations, moving through hazards identification, risk and vulnerability assessment, up 
to the definition of strategies for territorial protection and resilience, RINA embraces its engineering capabilities 
to provide strategical support to private, public and non-governmental entities ensuring operational efficacy and 
business continuity in crisis management. 

These services will be delivered via a Software as a Service (SaaS) model, exploiting the corporate RINACube platform, 
a cloud-based open platform that allows data integration from various sources, and is capable of machine learning 
driven powerful analytics to correlate data and provide valuable insights. RINA’s technical experience, attention 
to quality, and focus on innovation and new technologies represent the building elements to deliver added-value 
services via RINACube. 

Thanks to a comprehensive, coherent and holistic approach which is extremely innovative, whilst building on solid, 
established and widely recognised foundations and expertise, RINA is your ideal partner in Resilience Engineering.
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WHAT IS RESILIENCE

A widely accepted definition of Resilience is “The ability of a system, community or society exposed to hazards to 
resist, absorb, accommodate, adapt to, transform and recover from the effects of a hazard in a timely and efficient 
manner, including through the preservation and restoration of its essential basic structures and functions through 
risk management” [1]. According to this definition, RESILIENCE is defined by the degree to which individuals, 
communities, public and private organizations are able to organize themselves to learn from past events (hazards, 
shocks or stresses) and reduce the risks to future ones, at international, national and local levels, and so protecting 
long-term prospects for development.

Resilience has emerged in the last decade as a concept for better understanding the performance of systems, 
especially their behaviour during and after the occurrence of disturbances, e.g. natural hazards or technical failures.. 
From an operational viewpoint (see figure below), resilience can be defined as the ability of the system to withstand 
an unexpected harmful change or a disruptive event by reducing the initial negative impacts (absorptive capability), 
by adapting itself to them (adaptive capability) and by recovering from them (restorative capability). This leads to 
the consideration that the various aspects or phases of resilience can be depicted as a cyclical model, as presented 
below. 

COMMUNITIES

INFRASTRUCTURE

INSTITUTIONS INDIVIDUALS

Man-Made Events

Natural Events IT & Cyber

Figure 2:  Resilience capabilities (columns) vs. components of a system (lines)

Figure 1: Exemplary type of events resilience engineering has to cope with
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WHY A RESILIENT APPROACH IS NEEDED 

According to the Global Risks Report 2018 [2], among technological, environmental, geopolitical, economic risks, the 
highest ones in terms of likelihood are: 

 � Extreme weather events
 � Natural disasters
 � Cyberattacks
 � Failure of climate - change mitigation and adaptation

If we take Cyberattacks for instance, it has been estimated [3] that the economic impact of cybercrime can range 
from €100,000/year per affected company to as much as €20 million/year depending on the type of attack. Another 
study has estimated the economic impact of cybercrime in the EU to stand at 0.41% of the EU’s GDP (around €55 
billion), while Europol currently estimates the costs at €265 billion/year. 

If we look at Natural Disasters, in the period 1998-2017, disaster-hit countries reported direct economic losses of 
US$2,908 billion of which climate-related disasters accounted for US$2,245 billion or 77% of the total [4]. In 2017 
only, losses from natural disasters worldwide [5] were close to US$200 billion worldwide, caused by around 700 
events. Around 20% of these losses were re-insured. 

In EU alone, considering natural disasters since 1980, EU Member States [6] have lost over €360 billion in weather 
and climate extreme events (e.g. flash floods and storms, forest fires and earthquakes). In 2016, the economic costs 
are close to €10 billion in damages. 

According to various scenarios, these numbers are likely to increase in the future, due to the effects of climate 
changes, causing severe social and economic impacts to our infrastructure, communities, society. As example it 
is estimated that at EU level damages to transport infrastructure due to extreme precipitation induced by climate 
change could increase by 50% by 2040 to reach around €930 million/year. 

This would require €590 million of additional annual spending compared to a scenario without climate change [7]. 
Since financial allocations for maintenance of transport Infrastructure can be volatile [8] depending on the financial/
political context and overall operational needs, it can be argued that without a resilient approach and proper 
management strategies to optimize investments, we would not be able to tackle this challenge properly. In this sense, 
Resilience Engineering services aim at increasing user’s and decision makers awareness, thus ensuring decision are 
taken in a better-informed position, in a complex and dynamic evolving landscape.

LINKING RESILIENCE TO ASSET MANAGEMENT 

In this context it is fundamental to link Resilience to Asset Management for the uptake of proper governance strategies 
that operationally implement resilient approaches. Indeed, the Governance of an Infrastructure is a standardized 
discipline regulated by the ISO 55000:2014 [9] providing the guiding principles for asset management. 

The asset life begins with the conception and the initial stages of the asset design and ends with the decommission 
of the asset itself, moving across construction, operation and maintenance as visualized in the Infrastructure 
Governance cycle proposed by OECD [10]. 

Integrating resilient approaches into asset management, allows the operator, manager of an infrastructure to build 
a more pragmatic approach towards an optimal Governance of an asset, improving the integration across different 
disciplines and cross-functional coordination. 

In this sense RINA can support the user by the definition of an Operational Resilience Plan (ORP) that:

 � Complies with the resilience capabilities (plan/prepare, absorb, recover and adapt), taking into account reliability 
(low susceptibility), resistance (robustness), redundancy, as well as better response and recovery (rapidity and 
resourcefulness)

 � Include the mapping and analysis of interdependencies among Infrastructure
 � Is based on user defined most likely scenarios
 � Encapsulates business continuity plan
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APPLICATION AREAS AND SERVICE OFFERING

In the area of Resilience Engineering, RINA is strengthening its capabilities to strategically prevent, promptly detect, 
strongly respond and effectively mitigate all hazards with a coherent approach across various levels and phases.Two 
main application areas have been identified as strategic, due to market evidence and company expertise: critical 
infrastructure resilience (e.g. energy, transport, water, health, finance, information and communication technologies) 
and disaster resilience (e.g. earthquakes, floods, landslides, wildfires, heavy precipitation, windstorms). Thanks to 
a multidisciplinary team and cross-sectorial approach, RINA can support our clients, being critical infrastructure 
managers and operators, financial institutions and emergency actors (see figure below) in operationalizing resilient 
principles no matter of the type of stress and shock they are experiencing and of the sector of application. RINA 
team offers to them an integrated services offering, spanning from IT tools (e.g. early warning system, decision 
support systems, simulations, training), guidelines and recommendations to cope with the adaptation and mitigation 
to extreme events and climate changes, up to advisory services and advanced engineering studies (e.g. geohazard 
studies). 

Figure 4: Users and service offering
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CRITICAL INFRASTRUCTURE RESILIENCE
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Figure 5: Critical Infrastructure Sectors
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According to EU COM 786, 2006 [11], a Critical Infrastructure is an asset or system essential for the maintenance 
of vital societal functions. Damage to Critical Infrastructure, their destruction or disruption by natural disasters, 
terrorism, criminal activity or malicious behaviour, has a significant negative impact on the security of the EU and the 
well-being of its citizens.

The key services, better explained in the specific section with focus on Critical Infrastructure Resilience, provide the 
following benefits to the user: 

 � Planning ahead during the design phase (understanding future scenarios) 
 � Adapting and controlling (analysing cascading effects and their propagation)
 � Recovering quickly from the minimum performance level (optimizing the recovery process)
 � Restoring effectively (combining restoration strategies) 

Critical Infrastructure are independent and interconnected by nature therefore providing resilience engineering 
services means not only to secure the specific infrastructure in scope but also to understand and estimate the 
potential cascading effects induced by the loss of functionalities of one infrastructure on the others. In this area 
RINA provides integrated services that are spanning from prevention to mitigation, following a risk management 
cycle, across the various phases of the life-cycle of an infrastructure (from design to emergency operations). 
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DISASTER RESILIENCE

Figure 6: Disaster Management Cycle
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Disaster Resilience is the degree to which individuals, communities, public and private organizations are able to 
organize themselves to learn from past disasters (hazards, shocks or stresses) and reduce their risks to future ones, 
protecting long-term prospects for development at international, national and local levels. 

According to the high-level goals and priorities as set by the sendai framework for disaster risk reduction 2015 - 
2030 [12], RINA is strengthening its capabilities to strategically prevent, promptly detect, strongly respond and 
effectively mitigate all hazards with a coherent approach across various levels (from on-site to remote) and phases 
(from prevention to recovery). This is provided in combination with bespoke services to support civil authorities in 
their decision making process, as well as training activities in planning their response to crises (e.g. accidents, natural 
disasters and acts of terrorism).

In this context resilience to extreme events, including those exacerbated by climate effects, represent a further 
challenge and an opportunity RINA is working on thanks to the definition of ad-hoc climate adaptation and mitigation 
strategies, that, on the basis of climate vulnerability risk analysis, support the user with a set of engineering solutions 
and measures to effectively address all the phases in the disaster management cycle.
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CRITICAL INFRASTRUCTURE RESILIENCE

The security and resilience (prevention, detection, response and mitigation) of Critical Infrastructure is a priority. 
A Critical Infrastructure is an asset or system essential for the maintenance of vital societal functions. Damage 
to Critical Infrastructure, their destruction or disruption by natural disasters, terrorism, or malicious acts, has a 
significant negative impact on the security of a country and the well-being of its citizens. Moreover, due to their 
networked character and mutual dependencies, failures in one part of the network of critical Infrastructure can 
cause problems in other parts of the network, potentially causing cascading impact across society that is difficult to 
predict. This is why in 2006 the European Commission promulgated the directive EU COM (2006) 786 that enforced 
all Member States to adopt the components of the European Programme for Critical Infrastructure Protection 
(EPCIP) into their national statutes.

Traditionally, Critical Infrastructure activities have been focused on the protection and reliability of infrastructure 
systems against known threats (mainly physical). Given the networked character of the infrastructure, their 
complexity, mutual dependencies on one side and new, complex and emerging threats on the other side, an approach 
looking solely to the protection of Critical Infrastructure is not viable nor efficient anymore. 

In this context RINA is pursuing, adopting and promoting a paradigm shift aimed at implementing Critical 
Infrastructure Resilience across all phases of the life-cycle, from design to construction, to normal operations and 
emergency, embedded into the Asset Management process. This includes the development of methodologies to 
assess risks from current and emerging threats and of tools to support decision making to enhance security and 
resilience and to mitigate environmental, economics and material damage impacts that may arise. 

AREAS OF EXPERTISE
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 � Risk engineering, including the implementation of an all-hazards approach
 � Geotechnical and geophysical engineering
 � Structural and earthquake engineering
 � Climate change adaptation, mitigation, assessment and policy advisory 
 � Asset management, including the implementation of performance-based approaches 
 � Non-destructive inspections and controls
 � Structural Health Monitoring (SHM) 
 � Software engineering, including tools for security risks management
 � Decision support in securing resilience against combined physical and cyber threats
 � Training and learning for improving security awareness and preparedness 
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RINA is continuously improving its awareness and service offering by participating to several international projects 
for the development of best practices and guidelines or the implementation and validation of applications related to 
Critical Infrastructure Resilience. 

To strengthen our service offering and the delivery of added-value services to our clients (owner and operators of 
Critical Infrastructure, Authorities in charge of their safety and security), RINA gets advantage of the corporate 
RINACube platform, a Software as a Service (SaaS) platform, that exploits Artificial Intelligence (AI), data analytics 
and predictive functions. 

KEY SERVICES 

Provision of Services related to the Design  phase

 � Identification and analysis of major threats (physical, cyber, hybrid), scenarios and vulnerabilities for Critical 
Infrastructure during the design phase 

 � Definition of a both physical and cyber security “by-design” approach that considers the rapid evolution of 
technology (e.g. IT) and threats and analyses potential construction and operational vulnerabilities that can be 
exploited by the identified threats

 � Definition of risk clearing and mitigation actions including: physical and organizational countermeasures; control 
and verification measures; awareness raising and training definition of graduated security measures including all 
the actions to be taken according to the risk and threat levels (e.g. evacuation plans)

 � Identification and mapping of potential geohazards within a resilience design framework. Geohazards include all 
the hazards associated to geological / geophysical / geotecnical / meteocean conditions, such as slope failures, 
fault rupture, earthquakes, tsunamis, extreme storms, seabed features, metocean downtime windows, etc.

 � Qualitative and quantitative hazard assessment for a safe design strategy against geohazard and for the 
prevention of disaster consequences. The assessments can be focused on probabilistic seismic hazard, tsunami, 
liquefaction, fault rupture, extreme waves, etc. 

 � Identification of technical and operational measures to mitigate consequences of geo-hazards (e.g. select the 
best installation approach for given geo-hazard)

 � Provision of specifications for surveys (geophysical and geotechnical) to detect possible geohazards. Site 
information can be assembled on an integrated platform, via a GIS or the corporate digital solution (RINACube)

 � Provision of multi-hazards risk map that can be delivered via a Global Information System (GIS) or the corporate 
digital solution (RINACube)

 � Climate risk identification, vulnerability assessment, climate finance instruments, policy advisory (adaptation & 
mitigation), climate protection strategy, including the identification of alternative analysis

 � Re-assessment of the logistic system on the basis of the metocean conditions (exterreme events and downtime) 
as consequence of sea transport failures/modifications (i.e. occasional change of vessel type, new commercial 
strategy, etc.)

 � Provision of performance based design assessment, including probabilistic modelling of remaining life, 
vulnerability assessment and fragility functions, economic loss estimation, by means of advanced analytical and 
numerical modelling, combined with historical data or monitoring data

 � Design of advanced diagnostic and prognosis solutions, including Structural Health Monitoring (SHM) systems, 
numerical analysis and simulations

 � Non-Destructive inspections in order to analyze the structural elements identifying criticalities, recommendations 
and improvement actions needed

Provision of services related to the Construction phase

 � Specifications for geophysical and geotechnical surveys to be performed during the construction stage to detect 
possible geohazards, updating the analysis carried out in the design phase

 � Commissioning and supervision of various systems for asset integrity management, including Structural Health 
Monitoring (SHM) solutions

Support related to Normal Operations 

 � Identification of emerging risks during operation of the infrastructure, conformity of the design requirements to 
them, identification and selection of countermeasures and mitigation plans, if needed

 � Monitoring and review of transport plans against emerging risks to check conformity of design options and to 
eventually identify mitigation actions to reduce the impact of infrastructural damage

 � Monitoring of climate change risks during operation and support in the definition of alternative (with respect to 
the design stage) climate risk mitigation strategies



14

 � Provision of Asset Management (AM) services, including solutions for risk-transfer, conformity checks to 
standards, validation & testing of solutions implemented during operations. The goal is to support the end-user 
to keep the business continuity of Critical Infrastructure

 � Operation of Structural Health Monitoring (SHM) systems and exploitation of collected data through machine 
learning and advanced data analysis and processing, for loss estimation and lifetime extension analyses

 � Development of awareness schemes and training strategies (including Human Factors integration), including the 
simulation of potential operational scenarios and the support to maintenance planning and execution 

Support related to Emergency Operations 

 � Provision of “early warning” systems for critical infrastructure based on triggering events 
 � Provision of near real time information, exploiting available in situ and remote sensors, for a fast response in the 

case of a disaster. The information can be used to understand the extension of the event, both temporally and 
geographically and the evidence of cascading effects

 � Provision of dynamic check-list to enable the operation of emergency plans and procedure, guarantying reliability 
and compliance with common operational procedures, set by the end-user

 � Identification of re-routing options in the case of damage to transport infrastructure so that to optimize the 
traffic flow, not conflicting with emergency operations, and ensure the same capacity as prior to the event

 � Quick assessment of infrastructural damage (e.g. to a bridge, a pipe, an electricity cable, a plant, etc.) thanks to 
the SHM system in place and to the adoption of advanced data analysis and processing techniques

KEY BENEFITS 

 � Added value tools and services delivered via the corporate Software as a Service (SaaS) platform, RINACube
 � The delivery of tailored services to assist infrastructure opeators/owners/managers in their decision making 

process or planning their response to crises
 � A resilient approach that integrate the various capabilities of Resilience (robustness, redundancy, resourcefulness, 

rapidity) into the infrastructure asset management processes 
 � A bespoke decision support across all phases of the infrastructure life-cycle, from planning and decision, to 

design and construction up to operation and maintenance
 � Risk-based assessments (all-hazards, including emerging threats) and associated software tools for contingencies 

and countermeasures planning against extreme events, including those exacerbated by climate effects
 � Strong competences in software and system development, integration and operation, supporting the 

implementation of joint security and privacy by design mechanisms
 � Deep knowledge of cyber-physical risks and related mitigation actions for various sectors and applications, 

thanks to the competences of a multidisciplinary team and the exploitation of an integrated approach 
 � Deep understanding of the impact of climate change risks from design to operation and provision of a structured 

approach to their mitigation and identification of alternative strategies
 � Integrated approach in earthquake and geotechnical engineering ranging from hazard identification, design 

specifications up to the adoption of mitigation actions to ensure continuity plans and loss minimization
 � Planning, designing and operating Structural Health Monitoring (SHM) strategies for loss prevention, remaining 

lifetime estimation, optimization of inspection and maintenance activities
 � Comprehensive and systematic training services, provided by means of a rigorous analysis of organisational 

training requirements and the development of bespoke training solutions

KEY REFERENCE PROJECTS 

PROTECTION OF TRANSPORT CRITICAL INFRASTRUCTURE AT EUROPEAN LEVEL
Client: European Commission
Location: Europe
Scope of Work: Inventory of the national critical Infrastructure located in the European Union Member States and its 
trans-boundary links. Identification of the any possible deficiencies in existing protection measures in the identified 
Infrastructure. Contribution to the 2006 Report of the European Commission on critical Infrastructure. Transport 
analysis, GIS development, risk assessment and security analysis of critical Infrastructure at European level. 



CYBER - SECURITY ASSESSMENT OF THE FREJUS TUNNEL
Client: GEIE - Groupement  d’Exploitation du Fréjus
Location: France
Scope of Work: Security assessment of the SCADA system used daily to carry out its functions. The purpose of the 
activity was to execute an independent assessment of the current security levels the different systems of the Frejus 
Tunnel provide and, to give suggestions for improvements in terms of planning and technical solutions. To this end, 
the study consists of three activities: 

 � Information Security Audit and Security Policy Definition: security governance audit to management and 
personnel to assess the organizational security levels, SCADA/IT system examination and cyber-risk analysis

 � Technical Security Tests: black-box vulnerability scan test; vulnerability assessment, cyber-attack scenario 
definition according to the risk analysis results; vulnerability exploitation by means of penetration tests

 � Vulnerability Mitigation: identification of quick-win actions (actions whose implementation shows low cost/
benefit rates), and recommendation for the reduction of the exploitable vulnerabilities

SOUTHSTREAM - TURKSTREAM PIPELINE - SEISMIC AND GEOHAZARD ENGINEERING
Client: Intecsea
Location:  Black Sea
Scope of Work: Responsible of geohazard aspects of the project since its inception, working together with the 
designer. Provision of support during the Turkstream geophysical and geotechnical investigations and following 
geohazard studies including interpretation of geophysical, geological and geotechnical data for geohazard risk 
assessment and seismic and engineering modelling. Definition of geotechnical onshore testing, interpretation of 
results of marine surveys, probabilistic seismic hazard assessment, static and dynamic slope stability, assessment 
of rock fall, turbidity current and debris flow hazards. This information served as input for the final geohazard risk 
assessment and pipeline integrity analyses.

IMPROVING SEISMIC RESILIENCE AND ENERGY EFFICIENCY OF PUBLIC BUILDINGS (EDUCATION AND 
HEALTHCARE) IN KYRGYZ REPUBLIC
Client: World Bank
Location: Kyrgyz Republic
Scope of Work: Development of analytical models and provision of a seismic analysis according to the provisions of 
the current seismic design code of Kyrgyz Republic issued in 2009. This includes: 

 � Identification of prevalent failure mechanisms, and evaluation of current seismic performance level of structural 
and non-structural components of the buildings

 � Identification of performance level and alternative retrofitting improvements that comply with requirements of 
current design codes and standards of Kyrgyz Republic

 � Development of alternative conceptual retrofits and corresponding cost estimates
 � Development of conceptual retrofits each documented through preliminary drawings of the key elements, scope, 

detailed estimated cost, implementation schedule, advantages and disadvantages
 � Preparation of final seismic and structural safety audit reports with conclusions and recommendations 

(investment proposal) for each building

TALCAHUANO LNG TERMINAL CONCEPTUAL AND FEASIBILITY STUDY
Client: CAP ENEL 
Location: Chile
Scope of Work: Conceptual and feasibility study of the different technologies and location to define the solution that 
could best suit the technical and also environmental requirements for a small-scale LNG facility to be located inside 
the existing steel processing complex of “Compañía Siderúrgica Huachipato S.A.”, in Talcahuano, Chile. Within the 
project a metocean assessment was provided. Wind and neashore wave time series were gathered in the offshore 
area. Sea level oscillations were assessed on the basis of tidal data available at Talcahuano station and wind set 
up extreme estimations. A tsunami characterization was provided on the basis of the availabe data collected with 
respect to the San Vincente Bay. Finally, sea surface current time series, gathered from public worldwide databases 
were analysed in order to estimate the surface current regime and extreme current velocities.

SHM IZMIT BAY BRIDGE
Client: Siemens Ticaret
Location: Turkey
Scope of Work: RINA was involved in the design and supply of an hybrid distributed sensors network that provides 
a real-time monitoring of the structural condition of the Izmit Bay Bridge (Turkey) during its operative life. Various 
types of sensors have been installed to provide an overall monitoring of the most important physical and mechanical 
parameters, including 2D and 3D accelerometers, Fiber Optic Sensors (FBG-type) measuring strain and temperature, 
static and dynamic inclinometers, WIM sensors, GPSs, load measuring pins, force transducers, monostrand load 
cells, echometers, humidity sensors, sonic distance sensors,  hygrometers, barometers, mechanical anemometers, 
rain gauges and pyranometers.

15
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TECHNICAL-STRUCTURAL INSPECTION AND SEISMIC VULNERABILITY VERIFICATION OF THE JETTY FOR 
THE LOADING/UNLOADING OF SHIPS AT THE GAETA ENI DEPOT.
Client: ENI SPA
Location: Gaeta, Italy
Scope of Work: The non-destructive inspections and controls were aimed at analyzing the constructive characteristics 
of the structural elements and identifying any critical states, which could compromise their functionality. The 
activities were carried out both on structures located outside the water and on those submerged. The non-
destructive inspections and controls were aimed at achieving the inspection level “LC3” according to the 2008 
technical construction regulations.

TECHNICAL-STRUCTURAL INSPECTION FOR THE HIGHWAY TUNNELS 
Client: ANAS Spa
Location: Reggio Calabria, Italy 
Scope of Work: The activity performed in 2015 by RINA has been based on execution of a geo-physical surveys and 
surveys of the Georadar type, in 42 tunnels of the Salerno-Reggio Calabria highway. The assessment was aiming 
to detect the presence of reinforcement ribs, to detect the thickness of the concrete cladding and to detect the 
presence of possible anomalies in the coating itself.

TECHNICAL-STRUCTURAL INSPECTION OF THE JETTY  - NON-DESTRUCTIVE INSPECTIONS AND CONTROLS
Client: Q8
Location: Muggia, Italy
Scope of Work: 2017 Technical-structural inspection of the jetty for the unloading / loading of ships at the Oil and 
Gas depot Q8 - KRI S.p.A. of Muggia (TS). The non-destructive inspections and controls aimed at analyzing the 
constructive characteristics of the structural elements and identifying any critical states, which could compromise 
their functionality. Based on the inspections assessments and on the results of the instrumental checks, 
recommendations and / or improvement actions have been formulated to be carried out on the structures subject to 
criticality. The activities were carried out both on the structures located outside the water and submerged and on all 
the metal accessories needed within the loading / unloading operations.
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DISASTERS RESILIENCE

Building resilience to disastrous events is of a prime importance in an ever-growing interconnected world.  In line with 
the Sendai Framework for Disaster Risk Reduction 2015 - 2030 [12], setting High-Level goals and priorities in Disaster 
Risk Reduction (DRR), building greater resilience to disaster on one side ensures that individuals, communities, 
organizations are able to organize themselves to learn from past disasters and reduce their risks to future ones, but 
on the other side also gives confidence to businesses by lowering risk, thereby stimulating innovations and economic 
growth [13] and so protecting long-term prospects for development. In this context, a further challenge is posed 
by the impact of Climate Changes and the implementation of dedicated policies and strategies for Climate Change 
Adaptation (CCA) supporting Disaster Risk Reduction (DRR). Indeed, achieving greater resilience in the long-run 
means addressing future scenarios where events, that are now considered as “extreme” are likely to become “normal”, 
whilst increasing their frequency of occurrence and eventually their severity, exacerbated by climate changes [14]. 

Our aim is to turn this challenge into an opportunity for growth, innovation and long-term sustainability. In this 
sense, RINA is strengthening its capabilities in prevention, preparedness, response and recovery of systems and 
communities to natural and mad-made hazards, addressing and implementing the resilience capabilities (robustness, 
redundancy, resourcefulness, rapidity). 

Spanning from the design of technological solutions to the development of policy and user’s recommendations, 
moving through hazards identification, risk and vulnerability assessment, up to the definition of strategies for 
territorial and environmental resilience, RINA embraces its engineering capabilities to provide strategical support 
to private, public and non-governmental entities ensuring operational efficiency and business continuity in crisis 
management. 

AREAS OF EXPERTISE 

Simulations

 � Risk analysis, implementing an all-hazards approach
 � Geotechnical and geophysical engineering
 � Earthquake and structural engineering 
 � Environmental engineering, including support and advisory for territorial planning and land use
 � Strategies and solutions for climate change, including the interaction between Disaster Risk Reduction (DRR), 

climate adaptation and ecosystem services
 � Software engineering, including the implementation of Early Warning Systems (EWS) for response planning
 � Simulation Tools (ST), including those for scenario building and response planning
 � Decision Support Tools (DST) for improving preparedness of users and response coordination 
 � Training and learning solutions, including the integration and analysis of the human factors  
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AN INTEGRATED APPROACH 

Prevention

A structured and integrated collection of information from lessons learnt, risk analysis, emergency procedures, in-
field data, as a key-enabling element to increase risk assessment capabilities for a better adoption of measures to 
limit and reduce crisis / disaster impact. RINA offers multi-criteria decision support tools relying on risk assessment 
based on the presence of critical Infrastructure, environmental risks, type of organization needed / available, 
emergency procedures.

Preparedness
 
The coherent combination and interaction of information coming from different simulation tools can enhance 
evaluation capabilities over hazards scenario (e.g. floods, forest-fire, etc.) of different nature, size and relevance.
RINA offers simulation tools for disaster preparedness setting the scene for the implementation of  response plans. 
The output are simulated, interactive and dynamic disaster-related scenarios useful to improve planning and training 
capabilities.

Response

Strengthening local inter-organizational coordination in the response phase means being able to integrate information 
coming from in-field and remote sources, provide a dynamic and updated common operational picture and track 
the on-going response operations (useful for reporting activities, post-assessment and lesson learnt). RINA offers 
Decision Support Tools (DSTs), to enhance Situational Awareness (SA) and Common Operational Picture (COP), 
integrating an awareness view providing the coordinator on site with a means to identify the actions to be performed 
and the tasks to be assigned, complemented with a contingency plan simulator, to verify and refine the adequacy and 
effectiveness of contingency plans. 

Our integrated approach is made operational by means of an Integrated Emergency Management Platform (IEMP) 
that is able to orchestrates tasks, open/commercial data, information from simulated scenarios and local sensor data, 
addressing the diversity of the various information systems (legacy) in total respect of the emergency procedures in 
place. A structured and organized collection of data and information enables their effective and efficient use during 
the analysis tasks in the prevention phase. 

The IEMP will be delivery via a Software as a Service (SaaS) model, the corporate RINACube platform, so that to 
get advantage and exploit the added value provided by Artificial Intelligence (AI), data analytics and predictive 
functions. User’s acceptance will be achieved by means of training and learning solutions, tailored to suit the end-user 
needs, supporting its planning process (plan, refine, execute, evaluate) and complementing conceptual training and 
experimentation, already in place. 

KEY SERVICES

Resilience to Disasters: from support to coordination in the field up to optimization and resource efficiency in 
remote operations 

 � Quantitative Risk Analysis (QRA) to carry out a risks assessment (all-hazards approach) from the identification of 
potential hazards and the consequence assessment, to the evaluation of the risk levels, using , as applicable , both 
step-range methods (e.g. risk matrixes) or specific indexes and indicators (e.g. IRPA, LSIR, PLL, F-N curves, etc.). 
Geohazards analysis, including all hazards associated to geological/geotechnical/meteocean conditions, such as 
slope failures, fault rupture, earthquakes, tsunamis, storms, soil liquefaction, seabed features

 � Earthquake engineering solutions, including the design of innovative earthquake resistance solutions for buildings 
and Infrastructure, and the design and operation of Structural Health Monitoring (SHM) systems, providing 
information about the structural damage

 � Early Warning Systems (EWSs) based on triggering events (e.g. rainfall for landslide, river flood) to improve 
preparedness and response, thanks to the integration of data coming from different types of sensors, “land” 
(seismic, meteorological), “remote” (satellite, Remoted Piloted Aircraft Systems - RPAS) and “human” (crowd 
sensing), implementing the Internet of Things (IoT) concept
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 � Simulation Tools (STs), supporting the planning process, combining 3D simulation in VBS3 of geo-specific 
terrains, real-life modelling and 2D mapping to help support planning scenarios, exercises and experimentation 
activities

 � A suite of techniques, models and tools, including:

 � Decision Support Tools (DSTs) integrating risk assessment and mitigation functionalities, to improve the 
preparedness of remotely coordinated operations 

 � Decision Support Tool (DSTs) integrating an awareness picture providing the operations coordinator with a 
means to identify the actions to be performed and the tasks to be assigned to the operators, by means of 
dynamic and adaptive (to the scenario) procedural check-lists

 � Multi-Criteria Decision Support (MCDS) for disaster management supporting the deployment of first 
assistance (e.g. goods distribution) and the management of the transport networks in emergency (optimal 
routing), etc. integrating data from the field, with procedural data, organization characteristics, resources 
available, etc. 

 � Advanced Common Operational Picture (aCOP), integrating data from the field, including trace and track 
data, with simulated ones, to enhance predictive capacity of responders

 � Infrastructure Process Simulator (IPS) complemented with a contingency plan simulator to verify and refine 
contingency plans

 � Training tools and techniques, exploiting engaging visualization capabilities, featuring tasks modelling, human 
factors integration, ideally suited to complement the usual conceptual training and to support authorities in their 
planning process (plan, refine, execute and evaluate)

 � Independent Safety Assessment (ISA) for railway and metro application, with the aim of avoiding incident that 
may cause problem on the network and would affect the safety of users

Climate Change Adaptation (CCA) and Mitigation Strategies, supporting Disaster Risk Reduction (DRR)

 � Risk-based assessment of climate change related events, supporting the definition of Climate Change mitigation 
and adaptation strategies for both urban and industrial sites

 � Decision Support for Climate Protection Strategy & Guidelines
 � Climate Change policy advisory and capacity building including institutional framework set up, technical 

assistance to authorities, evaluation of potential insurance service options
 � Territorial and environmental planning and selection of best land use options, taking into account environmental, 

economic and social conditions
 � Analysis and definition of management plans to deal with the interaction between Disaster Risk Reduction (DRR), 

climate change, biodiversity and ecosystem services
 � Ecological and environmental damage assessment studies
 � Na-tech risk assessment

KEY BENEFITS 

 � Added value tools and services delivered via a corporate Software as a Service (SaaS) platform, RINACube
 � A comprehensive, coherent and holistic approach which is extremely innovative, whilst building on solid, 

established and widely recognised foundations and expertise
 � The delivery of bespoke services to assist civil  authorities in their decision making process or planning their 

response to crises
 � Software engineering capabilities and Information Technology (IT) competences, ranging from software 

development, to interface stimulation, physical models parametrization, missing system components simulation, 
product qualification through hardware emulation

 � All-hazard approach in the risk analysis, to provide qualitative and quantitative assessment 
 � Deep knowledge of sensors and systems, thanks to advanced engineering knowledge combined with technology 

analysis and scouting capabilities 
 � Strong earthquake and geotechnical engineering competences and capabilities 
 � Solid understanding and analysis of Human factors and their integration into training schemes and awareness 

strategies
 � Strong simulation capabilities for a better description and evolution of a disaster, combined with a robust 

integration of heterogeneous in-field information to provide situation awareness
 � An integrated emergency management platform to enhance the intervention potential of rescue organizations 

by providing advanced disaster scenarios, a dynamic common operational picture for response and a multi-
criteria decision support for risk assessment

 � Deep understanding of the impact of climate change risks and their implication in disaster risk reduction, financial 
estimations, policy implementation



KEY REFERENCE PROJECTS 

DEVELOPMENT OF URBAN PLAN MOBILITY FOR GENOA MUNICIPALITY
Client: Genoa Municipality
Location: Italy
Scope of Work: RINA supported Genoa Municipality during the Urban Plan of Mobility (PUM) developing. It 
implements and provides a simulation model of urban traffic of the city (more than 600.000 inhabitants). The model, 
implemented with the Macroscale Transport Chain Planner (MTCP), a tool developed by RINA, is able to simulate 
vehicular and motorcycles traffic as well as public transport. That multi and intermodal model can also represent the 
interchanges between different transport modes. In the transport model road pricing schemes have been modelled 
and simulated.

DISASTER MANAGEMENT SYSTEM IMPROVEMENT FOR EUROJUST
Client: Eurojust
Location: The Netherlands
Scope of Work: Within the frame of the security and safety assessment, RINA has been involved in the crisis and 
disaster management system improvement. In detail, RINA performed an independent security/safety assessment, 
risk management and monitoring on the integral security system of the new Eurojust headquarters. This was 
achieved by means of information gathering and criticality analysis paired with threat and vulnerability analysis 
and impact assessment. The outcome of the analysis highlighted the most valuable and critical assets for Eurojust. 
RINA supported Eurojust in the definition of countermeasures and response operations and plans. This included the 
drafting of operation procedures for crisis management.

CLIMATE RISK ASSESSMENT FOR THE REHABILITATION OF A RAILWAY
Client: UK Aid
Location: Malawi
Scope of Work: Evaluation of the potential impacts of climate change on the railway Mchinji-Nkaya looking within 
an overall feasibility study for the rehabilitation of the line; climate risk assessment concerning the analysis of the 
current risk and the evaluation of the expected scenarios based on the identified vulnerabilities.

TECHNICAL ASSISTANCE TO GENOA SMART CITY ASSOCIATION
Client: Genoa Smart City Association
Location: Italy
Scope of Work: Technical support to the Association in preparing the application of the Municipality of Genoa to 
the Smart Cities Program (afterwards to the following European projects which replaced the Tender for the Smart 
Cities Program). Within this Technical Assistance to Genova Smart City Association, RINA was also in charge of 
the coordination and development of activities regarding smart city objectives of Genoa Municipality on specific 
topics namely climate change resilience, platform, services and energy, including the management of dedicated 
roundtables and the assessment of the level of climate resilience of Genoa Municipality through simplified use of 
UNISDR Disaster Resilience Scorecard for Cities with regard to hydro-geological risk and strategic planning for 
adaptation to climate change.

SCOPING STUDY FOR A NON-RENEWABLE RESOURCES, CLIMATE CHANGE AND ENVIRONMENTAL 
PROGRAMME IN SOUTHERN AFRICA
Client: UK Department for International Development DFID
Location:  Mozambique / Malawi / Zambia, Southern Africa
Scope of Work: High level analysis of the current and potential impacts of environmental degradation due to 
extractives activities to the extractive industry value chain with specific focus on climate change related risks and 
the associated vulnerability of the mining sector, and potential emissions of GHG from current and future oil, gas and 
mining operations in the region. Future oil and gas emission would only be based on estimates of reserves of minerals, 
oil and gas; the current legislative framework with a specific focus of the present commitments/pledges related to 
climate change mitigation and adaptation; the suitable measures aimed at mitigating the GHG emissions of the Oil& 
Gas and Mining Industries and of the needed policy and actions to reduce the potential vulnerability of the sector to 
climate change effects; and had to scope; the possibility of a (voluntary) compliance framework on environmental 
standards with a specific focus on GHG emissions reduction and the potential for introducing such a framework 
in various extractives areas in Southern Africa; the possibility for the introduction of a support mechanism on a 
voluntary or compulsory basis (inspired by the Clean Development Mechanism, the Emission Trading Schemes) for 
countries in the region that will produce oil and gas as a first step, to be extended to the other mining industry sectors 
if successful; the present climate finance landscape at regional level and the appetite of the private sector operating 
in the extractive sector in the region to implement carbon offset projects.
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NATECH RISK ASSESSMENT FOR THE DEPOT ENI LOCATED IN POMEZIA
Client: ENI
Location: Pomezia, Italy
Scope of Work: The activity was performed in 2017 and has been based on the Natech assessment of the ENI depot 
in particular focusing on the risks for the area due to events such as: flood, earthquake and whirlwind.

ASSESSMENT OF SAFETY FOR RAILWAY APPLICATION
Client: Bombardier Transportation Russia
Location: Latvia / Azerbaijan / Turkmenistan / Mongolia / Uzbekistan
Scope of Work:  RINA supported Bombardier Transportation Russia for the independent safety assessment (ISA) of 
Signalling System for railway application to reach level SIL4 (according to CENELEC standards) of the subsystem of 
signaling in field - “interlocking”. The assessment has been done for different station and section - segment of the 
net - within different countries such as: Latvia, Azerbaijan, Turkmenistan, Mongolia, Uzbekistan.

ASSESSMENT OF SAFETY FOR METRO APPLICATION
Client: Alstom Ferroviaria
Location: Milano, Italia 
Scope of Work: RINA has supported Alstom Ferrovia for the independent safety assessment (ISA) of Signalling 
System for Metro application to reach level SIL 4 (according to CENELEC standards) for the Line 1 of the Milan 
Metro. The service was performed between 2007 and 2011 and has been done on the subsystem of signaling in field 
- CBTC (ATP/ATO).

OPERANDUM
Client: OPEn-air laboRAtories for Nature baseD solUtions to Manage environmental risks (OPERANDUM)
Funding Agency, Timeline: European Commission, 2018-2022
Problem: Severe hydro-meteorological phenomena are having a high impact in European territories and are of 
global concern. The science behind these phenomena is complex and advancement in knowledge proceeds with 
progress in data acquisition and forecasting useful for real-scenario interventions. The employment of nature-based 
solutions (NBS) to mitigate the impact of hydro-meteorological phenomena is not adequately demonstrated, still 
uncoordinated at the European level, therefore not reaching full potential. Actions to achieve highest NBS impact 
requires strategies to enhance societal acceptance, policy strengthening while demonstrating advantages for market 
development. 
Solution: The objective of OPERANDUM is to reduce hydro-meteorological risks in European territories through 
co-designed, co-developed, deployed, NBS, and push business exploitation. It aims provision of science-evidence 
for the usability of NBS, best practices for their design based on participatory processes. It foresees a multiple level 
of stakeholders engagement from the local community up to the international level to leverage widest possible NBS 
acceptance to promote its diffusion as a good practice.  Finally OPERANDUM realizes a flexible platform enabling 
stakeholders and end users to improve knowledge in NBS to mitigate climate change. RINA is in charge of the design 
and development of one of the Open Air Laboratories where OPERANDUM approach will be demonstrated, located 
in Italy in the delta of river Po, an area subjected to coastal erosion. 
Potential Customer: Local communities, environmental protection agencies.
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RESEARCH & INNOVATION IN RINA

Innovation is a prime mover in RINA’s evolution and is key to secure ongoing success. We practice research and 
innovation to build on one side our future knowledge assets while opening new market opportunities, and on the 
other side to support our customers through innovation consulting to devise growth strategies, build innovation 
capabilities and create new products and services. Research and innovation help us in strategically evolving our 
offering in response to the changing needs of our customers and the community. We believe that innovation must 
also connect with strategic business thinking, so that new ideas are quickly transferred to industrial practice. 

RINA is working at the development of methodologies to assess risks from current and emerging threats and of tools 
to support decision making for response planning to enhance the security and resilience of the critical Infrastructure 
and to mitigate environmental, economics and material damage impacts that may arise from physical and cyber 
threats. Moreover, RINA has been working at innovative solution in the field of monitoring and surveillance exploiting 
the use and deployment of distributed in-situ sensors’ networks. Building resilience to disastrous events is of a prime 
importance in an ever-growing interconnected world. In this context, RINA is strengthening its internal capabilities 
in the domains of prevention, preparedness, response and recovery of systems to natural and mad-made hazards, 
covering all aspects across a resilience perspective (robustness, redundancy, resourcefulness, rapidity).

EXAMPLE OF R&I PROJECTS TO SUPPORT RESILIENCE ENGINEERING SERVICES

Application Area: Critical Infrastructure Resilience 
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FORESEE

Project Title: Future proofing strategies For RESilient transport networks against Extreme Events
Funding Agency, Timeline: European Commission, 2018 - 2022
Problem: At EU level for the 2070-2100 period the following annual impacts due to climate change on transport 
infrastructure are expected: 1) Additional cost of around € 190 million for asphalt binder upgrade; 2) A cost 
reduction of € 330 million due to reduced winter damages; 3) Additional cost of around € 300 million due to extreme 
precipitation; 4) Additional cost of € 380 million for protecting bridges against scour.
Solution: Provision of cost effective and reliable tools to improve resilience of transport infrastructure, as the ability 
to reduce magnitude and/or duration of disruptive events. Assessment of the effectiveness of resilient measures to 
improve the ability to anticipate, absorb, adapt to, and/or rapidly recover from a potentially disruptive event. RINA is 
in charge of the design and development of an integrated and modular platform, the FORESEE Response, mitigation 
and adaptation toolkit, which will host, correlate, integrate and make interoperable methodologies, practices and 
solutions on the basis of the requirements and target Level of Service set by infrastructure managers and operators.
Potential Customer: Transport Infrastructure managers, owners and operators; transport authority.
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PANACEA

Project Title: Protection and privAcy of hospital and health Infrastructures with smArt Cyber sEcurity and cyber 
threat toolkit for dAta and people
Funding Agency, Timeline: European Commission, 2018 - 2021
Problem: Health Infrastructure (HI) provide life support to the population so covering an outstanding role in society 
that depends on the continuity and availability of its HI system, especially during disasters and emergencies. A 
breakdown of HI would result in a significant impact on the economy, a loss of human life, and a breakdown in other 
critical sectors, especially if the damage is extensive enough to exceed the maximum tolerable period of outage, 
whereby the damaged function is not recovered within the critical timeframe and is then beyond effective recover. 
Furthermore, HI are considered as one of the critical sector vital for the society because they have to provide support 
also in case the adjacent Infrastructure are disrupted which in turn are connected to it, increasing in this way the 
vulnerability of HI per se, amplifying negative cascade effects.
Solution: PANACEA delivers people-centric cybersecurity solutions in healthcare, delivering two toolkits for cyber 
security assessment and preparedness of Healthcare ICT Infrastructure and connected devices: the PANACEA 
Solution Toolkit and the PANACEA Delivery Toolkit. In this framework, RINA-C is involved in the development of cyber-
security tools, security-by-design solutions, training and learning solutions, furthermore supporting certification in 
health care environment (medical, quality management system) and GDPR aspects.
Potential Customer: Hospitals and healthcare facilities, healthcare devices and application suppliers, cybersecurity 
& privacy supplier companies, insurance companies, SDOs, policy makers and regulators.

TACIT

Project Title: Threat Identification Framework For Critical Infrastructure Protection
Funding Agency, Timeline: Directorate-General Home Affairs European Commission, 2014 - 2016
Problem: Security of Smart Grids and associated risks and impacts due to cyber-attacks. Understanding best 
practices and provision of appropriate recommendations will enhance cyber security in Smart Grids.
Solution: RINA was involved in the definition of validation scenarios for the Probe of Concept (PoC); preparation of 
test cases for the simulation and execution of the PoC; analysis of the results using an iterative SW development 
strategy for rapid prototyping.
Potential Customer: Municipalities, electric utilities and consumers, regulatory bodies (market monitoring), financial 
firms (commodity trading), cybersecurity supplier companies, environmental protection agencies.

INMOTOS

Project Title: INterdependency MOdelling TOols and Simulation based risk assessment of ICT critical Infrastructure 
contingency plans
Funding Agency, Timeline: Directorate-General Home Affairs European Commission, 2010 - 2011
Problem: Risk assessment of critical Infrastructure interdependencies and contingency plan with a focus on the ICT 
network.
Solution: RINA was in charge of the identification of CI interdependencies, contingency plans and common taxonomy.
Potential Customer: ICT infrastructure providers, critical infrastructure owners and operators.

Application Area: Disaster Resilience 
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ANYWHERE

Project Title: EnhANcing emergencY management and response to extreme WeatHER and climate Events
Funding Agency, Timeline: European Commission, 2016 - 2019
Problem: Effectiveness of emergency management and response capabilities of regional and local authorities, as well 
as of public and private operators of critical Infrastructure and networks in case of emergencies induced by extreme 
and high-impact weather and climate events. For instance during snow storm or flash flood as severe weather events, 
the transport network in urban areas can be directly affected, reducing its operational capacity. Due to the occurrence 
of these conditions, the traffic of vehicles can be suffered of a performances decrease with a high impact on public 
and private transport services (e.g. bus operation, goods distribution) or on eventual emergency and rescue services.
Solution: RINA is in charge of enabling logistics platforms response for food distribution companies in extreme 
weather events. The goal is to create a culture of preparedness by using the transport network capacity as self-
preparedness enabler, increasing awareness on scenarios affected by weather disruptive events. Improving visibility 
of transport network capacity means better planning, training, etc., guaranteeing flexibility over multiple users and 
providing operational benefits for the commercial sustainability and market uptake.
Potential customers: Logistic companies, public transportation companies, civil protection agencies, municipalities, 
infrastructure managers and authorities.

EU-CIRCLE

Project title: A panEuropean framework for strengthening Critical Infrastructure resilience to climate change
Funding Agency, Timeline:  European Commission, 2015 - 2018
Problem: Understanding the interconnected European Infrastructure’s resilience to climate pressures, to assess 
potential impacts due to climate hazards, provide monitoring through new resilience indicators and support cost-
efficient adaptation measures.
Solution: RINA is in charge of the definition and development of the project exploitation strategy and models, 
making use of a marketplace platform (developed in the project) to showcase the various tools, models and solutions 
developed by the project.
Potential customers: Environmental protection agencies, (critical) Infrastructure manager and operators, 
governments and municipalities, IFIs, insurance.

PEC

Project title: Post-Emergency, multi-hazard health risk assessment in Chemical Disasters
Funding Agency: Directorate General for European Civil Protection and Humanitarian Aid, 2016 - 2018
Problem: Multi-hazard health risk in chemical release incidents occurring during major natural or manmade disasters. 
This require the development of an all-hazards approach, considering both severity and probability of identified 
hazards, to prioritize disaster-related public health risks for industrial facilities handling toxic chemicals.
Solution: RINA was in charge for the development of the seismic risk assessment of horizontal and vertical pressure 
vessels with non-linear dynamic analysis including soil structure interaction; anthropogenic hazard identification, and 
development of multi-hazards risk maps related to damages induced by earthquake, floods and anthropogenic hazards. 
Moreover RINA defined mitigation guidelines for the characterization of “multi-hazard and multi-event-related” risks.
Potential Customers: National and International Agencies dealing with civil protection, plants owner/operators, 
environmental protection agencies, local administrations.

SPARTACUS

Project title: Satellite Based Asset Tracking for Supporting Emergency Management in Crisis Operations 
Funding Agency, Timeline: European Commission, 2013 - 2016
Problem: In the aftermath of a disaster, for the emergency operators the main challenge is to ensure there are 
no gaps in information or communication, so it is vital to provide failsafe reliability at all times, without relying on 
communication networks that could be damaged, overloaded or which have simply failed. In urban search and rescue 
(USAR) operations, to pinpoint exact geographical locations with high accuracy is crucial, including GNSS blind spots, 
such as in buildings or in areas of poor satellite coverage. Even more challenging is tracking frontline emergency 
responders to ensure their safety, especially when they are operating in indoor locations. In large-scale disasters, the 
adoption of satellite and communication technology to support safety-critical operations is crucial.
Solution: RINA as project coordinator defined the concept and approach of a modular platform that connects a 
network of tracking units, small or wearable devices associated to human operators and physical transport assets, to 
a local communication unit and to connect this former to the internet in such way that in-field data can be displayed 
and support decision-making. Such platform is able to provide accurate tracking and positioning (mapping) of target 
objects, being principally vans and trucks used by the emergency teams, but also the responder themselves, to help 
during emergency operations, therefore ensuring safety of first responders.
Potential Customers: Civil protection authorities, Governmental Organizations (GOs), Non-Governmental 
Organizations (NGOs), UN agencies such as United Nations Disaster Assessment and Coordination (UNDAC), Fire-
Fighting teams (including USAR), disaster management service providers, logistics companies, railway undertaking. 
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CERTIFICATION AND STANDARDIZATION SERVICE OFFERING

Certification enables organizations to enter their relevant market with top level management standards, guaranteeing 
quality, sustainability and efficiency in their management and production processes, in personnel administration and 
in environmental protection. RINA provides a set of certification services ranging from system certification (among 
the others in the following sectors: railway, aerospace, automotive, agriculture, marine, oil and gas, health), product 
and service certification (including for functional security purposes and for environmental purposes), personnel 
certification, as well as a set of specific services in the field of climate changes, and in construction and infrastructure. 
In particular in the field of Construction and Infrastructure, RINA offers Testing, Inspection and Certification (TIC) 
services, ranging from design verification, site supervision, technical inspection (including NDT Tests), independent 
assessments and security assessment buildings and infrastructure. 

Main clients in this sense are: 

 � Public authorities
 � General contractors
 � Asset management companies
 � Financial institutions, donors, lender groups, Banks, insurance companies

Moreover, RINA contributes, through shared companies, to the whole standardization process, thus ensuring a 
correct and smooth transition between project results, for instance, at Research and Development level and their 
possible commercialization. Standardization is relevant because it is able to offer the best guarantee of providing the 
quality of products, processes and services to different target users and, at the same time, offering the best margins 
of competitiveness for the manufacturers of the products, processes and services themselves.

WHAT IS THE ADDED VALUE FOR THE USER?

Standardization can adds value to projects results and enhances the competitiveness of industrial partners. In 
particular, to improve the competitiveness of products and services in international and national markets, it is 
necessary to establish a minimum set of requirements and technical standards that provide the conditions to ensure 
that products are suitably marketed. Technical standards harmonize the classification of a product or service allowing 
their certification through a compliance verification process for the protection and support of users-consumers 
as well as for manufacturers of the products/services. The current barriers found within the standardization of 
innovative environments have been  brought about by an imbalance between the time constraints imposed by the 
technological evolution and by the standardization process. RINA contributes to addressing these barriers, which 
impede standardization, by ensuring a complete certification process for systems, products, processes and services 
for various target end-users in many different field of applications. 

EXAMPLE OF CERTIFICATION PROJECTS IN RESILIENCE ENGINEERING 

Project title: Increasing disaster Resilience by Standardisation of technologies and services
Client: European Commission
Problem: How to improve the crisis management and disaster resilience capabilities of the European Union and 
individual Member States through standardisation. Whilst standardisation is a powerful tool with the potential to 
maximise technical, procedural, operational and semantic interoperability, there is a need to overcome apathy and 
limited participation from stakeholders. ResiStand contributes to an improved disaster resilience by identifying 
and analysing the drivers, constraints and expectations of three main stakeholder communities: standardisation 
organisations, end-users, and suppliers.
Solution: Provision of a framework for better understanding of the potential of standardisation as a tool for 
improving disaster resilience; implementation of a pre-standardisation process that supports the development of 
standards. RINA identified, mapped, analysed End-Users needs and Suppliers opportunities, that would require, 
the implementation of standards or for the adoption of different (i.e. quicker, more efficient) standardization 
mechanisms.
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HOW DIGITALIZATION CAN ENABLE RESILIENT SERVICES? 

Digital innovation is one of the most important keywords in the future of every business, and RINA acknowledges the 
new role of digitalisation. Our services use the strategic application of innovative digital technology, from artificial 
intelligence and big data to predictive data analytics, blockchain and digital twins.  In a key step towards digitalisation, 
RINA has built its own digital platform, RINACube, that provides our clients with a complete level of services and a 
holistic view of RINA’s digital services through a single sign-on. 

The platform is open, to allow for data integration from various sources, and is capable of machine learning driven 
powerful analytics to correlate data and provide valuable business insights. In the area of Resilience Engineering, the 
digitalization process can support the transition towards more robust and resilience tools enabling: 

 � High simulation capacity
 � Robust integration of heterogeneous in-field information
 � Multi-variable, multi-criteria decision support logics

In the near future these functionalities will be available via a web-based service (e.g. RINACube) where the cloud is 
an innovative solution in this field just as it is. The foreseen application are: advanced crisis scenarios simulations, 
dynamic common operational picture, command and control dashboard, multi-criteria Decision Support Tools (DST).

WHAT IS THE ADDED VALUE FOR THE USER?

Digitalization is changing both the offer and the way RINA supplies services to the user. Indeed we can offer different 
added value digital services to our clients, such as: 

 � Data acquisition and monitoring. RINA supports clients in identifying the data to be collected, the most suitable 
technology to use and the right parameters to monitor in order to extract value

 � Data analysis and prediction. RINA offers a digital approach to create value from clients’ data, thanks to 
RINACube’s artificial intelligence and the most advanced analytic tools coupled with our strong technical 
expertise in the energy field

 � Digital twins. RINA is able to create the digital twin of a real asset, of an environment, of a machine or component. 
Once the digital twin lives in RINACube, there is no limit to the services we can provide: design, operation and 
maintenance management, asset evolution or staff training

 � Proprietary software and knowledge management. RINA has extensive and consolidated know-how in software 
development and knowledge management that can support our clients in increasing the efficiency of their projects

Concerning Resilience Engineering services this can be translate into the following added-values:

 � Increasing risk assessment capabilities for risk reduction based on a structured and integrated collection of 
information from lessons learnt, previous risk analysis, emergency procedures and tasks, in-field data and impact 
evaluation on critical Infrastructure

 � Enhancing evaluation capabilities in the assessment of hazards scenario (e.g. earthquakes, floods, landslide, etc.) 
of different nature, size and relevance by a coherent combination and interaction of information coming from 
different simulation tools

 � Strengthening local inter-organizational coordination in the response phase by:

 � Integrating in-field data with available external sources (e.g. open datasets)
 � Integrating information on availability of resources and dispatching 
 � Providing a dynamic and updated common operational picture and track the on-going response operations 

(useful for reporting activities, post-assessment and lesson learnt)

In what follows, examples of Digital Services in Resilience Engineering that RINA can provide to clients are provided, 
namely: 

 � Risk-based asset Integrity management for transport infrastructure
 � Multi-purpose scenario simulator for advanced training in the field of crisis management
 � Data-driven failure modes and consequence analysis for cyber-physical systems
 � Transport and logistics decision support tool for emergency operators



EXAMPLE OF DIGITAL SERVICES IN RESILIENCE ENGINEERING

RAGTIME: A RISK-BASED ADVANCED ASSET INTEGRITY MANAGEMENT (AAIM) PLATFORM

The Problem: An efficient asset management process is needed to ensure cost-effectiveness in planning, delivery, 
operation and maintenance of large Infrastructure or infrastructure networks. While it is well-stablished and 
standardised process in industrial engineering and services, it is not in the fields of civil engineering and infrastructure 
networks. Indeed, infrastructure asset management generally focuses on the later stages of a facility’s life cycle, 
specifically maintenance, rehabilitation and replacement; risk-based approaches are not always integrated, and 
network resilience perspective is not implemented throughout the lifecycle, and once such services are provided, 
there is not a harmonised approach for infrastructure asset management.

The Solution: The top priorities that asset owners perceive as main needs are: 

 � Improving data management and data quality
 � Prioritizing and planning asset investment
 � Building a coordinated asset management strategy 

The proposed solution, as developed in the EU co-funded Research and Innovation Project RAGTIME, intends to move from 
current Assets Integrity Management (AIM) approaches to Advanced Asset Integrity Management (AIM+) of transport 
infrastructure networks across the whole life-cycle phases. To this end, RINA has developed a cloud-based platform for 
connecting in-service Asset Integrity Management (AIM) tools and share real-time Structural Health Monitoring (SHM) 
information to different stakeholders, across all-phases of Infrastructure Life-Cycle. The platform provides scalable 
user interfaces in order to deliver information to different users (e.g. infrastructure managers, maintenance companies, 
competent authorities), by different devices (e.g. desktop PC, tablet, smartphones), thus increasing the availability 
and the sharing of context-relevant information. Added value services can be released, such as advanced and smart 
monitoring, predictive maintenance, probabilistic loss/profit estimations, risk-based planning and inspections.
 

Target Customers: Infrastructure manager and operators, general contractors (including construction & maintenance 
companies), (public) authorities in charge of monitoring and maintaining the transport network and the related 
infrastructure.
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Figure 7: Conceptual approach to Asset Integrity Management of Large Infrastructure
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PREECEPT®: A RELIABLE AND MULTI-PURPOSE SCENARIO SIMULATOR FOR ADVANCED TRAINING 

Figure 8: PREEcept TM workflow
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MAP MODEL VIRTUAL

The Problem: National governments aim to ensure all organisations have effective, 
well-practiced emergency plans in place to respond to the widest range of 
emergencies, be they natural or man-made. Well founded and clearly understood 
emergency planning is essential to provide an appropriate, timely, integrated and co-
ordinated responses.  

Such planning should aim, where possible, to prevent emergencies occurring, and 
when they do occur, good planning should reduce, control or mitigate the effects of 
the emergency. It is a systematic and ongoing process which should evolve as lessons 
are learnt and circumstances change. 

One essential, yet often under-resourced, element of emergency planning is the 
importance of exercising and training key staff in a wide range of scenarios.  

The Solution:  

 � The delivery of a bespoke service - PREEcept® - to assist civil authorities in their decision making process as part 
of their training activities or planning their response to crises (e.g. accidents, natural disasters, malicious acts)

 � The provision of a suite of techniques, processes and tools, comprising a Multi-Technique Decision Support
 � Toolset, tailored to suit the needs of the client. At the heart of the service is cost effective and seamless solution 

which allows emergency planners and decision makers to practice their procedures in a simulated virtual 
environment or through more traditional methods such as the use of map or physical model exercises

 � The toolset perfectly complements existing procedures and processes used by civil authorities conducting
 � emergency planning through: the validation of plans; development of staff roles and competence; and the testing
 � / adjusting of well-established procedures
 � As well as supporting planning processes (Plan, Refine, Execute and Evaluate), the toolset is ideally suited to
 � Complement conceptual training and experimentation
 � PREEcept® offers a comprehensive, coherent and holistic service which is extremely modern and innovative in 

its approach whilst building on solid, established and widely recognised foundations

Target Customers: Civil Authorities and Emergency Responders (such as Police, Fire-Fighters and Emergency 
Medical Services).



DRIFT: DATA-DRIVEN FAILURE MODES AND CONSEQUENCE ANALYSIS FOR CYBER-PHYSICAL SYSTEMS

The Problem: Safety and Security were and are effectively on separate, but parallel paths. Separation is due to 
different reasons: cultural, socio-politic and technological aspects. Safety standards and associated engineering 
work practices are mature and well-established. In particular, occupational Health and Safety and Major Hazards 
Control disciplines are regulated by laws applied to all industry sectors. On the other hand, security is a much newer 
field (especially cybersecurity) and is mandatory only in specific sectors such as Critical Infrastructure, Maritime (port 
and ship) or dangerous goods transportation. Some recent regulatory frameworks such as the International Ship and 
Port Facility Security (ISPS) Code consider both disciplines and require to avoid any conflict between safety and 
security (in case of conflict, safety shall prevail). Finally, nowadays there is a recognition that a cybersecurity attack 
could compromise the safety of high-risk industries. The community is recognizing that safety and security life 
cycles present many similarities and that combined both the approaches may unlock improvements and efficiency, 
especially in highly interconnected system (i.e. cyber-physical systems).

The Solution: A platform able to consider both safety-related causes of failure (i.e. by FMEA/FMECA) and 
cybersecurity-related ones (i.e. by security risk assessment for asset identification, threat identification, vulnerability 
analysis, etc.) may rule the increasing interconnection, remote-control and the use of open software and protocols 
for safety-critical systems which are making safety more interdependent to cyber security. Such a solution may be 
able to identify hazards due to a failure (or degraded performance) of an ICT component by extending the traditional 
risk/hazard analysis considering also illicit actions derived from ICT threats (e.g. malware, denial of services, etc.) that 
exploit operational or construction vulnerabilities  in ICT components (i.e. unprotected communication channels).

Target Customers: Any operator/manager/owner of an infrastructure fully or partially composed by a cyber-physical 
system/s.

DRIFT will go beyond the state of the art of the existing FMECA approaches and Tools with the following features:

 � Integration/interoperability with a predictive maintenance platform to exchange knowledge from engineering to 
operation and from operation to engineering (periodic calculation of FMECA)

 � Failure mode analysis based on bowtie approach that considers multiple preventions and mitigation measures to 
evaluate criticalities and risks (Bowtie model as instrument to monitor Risks)
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Figure 9: DRIFT conceptual map
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DST + MTCP: LOCAL TRANSPORT AND LOGISTICS DECISION SUPPORT TOOL FOR EMERGENCY OPERATORS 
BY MANAGEMENT OF ACTIVITIES AND PRESENTING TRAFFIC SCENARIOS 

The Problem: Emergency management involves the implementation of actions immediately prior to, during, and 
immediately after an emergency/disaster in order to ensure that the effects are minimized. Any decision is taken on 
a evaluation of current status and effects, better the comprehension, more effective the actions. The software tool 
aims driving the user in the situation comprehension and decision taken via a questionnaire, preload rules and traffic 
management prevision system for logistics support. This is based on the fact that weather induced emergencies have 
usually a major impact on logistics. The foremost objective is to support the Emergency Operator in coordinating and 
operating logistics efforts to delivery assistance to emergency response team also by using the impact prediction 
made available by the MH-EWS. 

The Solution: A platform able to support the Emergency Operator in the implementation of the actions listed in 
the emergency procedures that are presented step by step in the software. The actions presented are on the base 
of current and actual situation on site. The Macroscale Transport Chain Planner (MTCP), a tool developed by RINA, 
is able to simulate traffic condition on the base of some emergency scenarios that can be determined by weather 
events (i.e. show fall). The main characteristics are: web based and not platform and technology dependent for users; 
easy to update; accessible from diverse terminals; able to integrate diverse operators assignment (several console 
can work on the same data and easy to scale); tracking of decision and actions; user input centered.

Target Customers: Any operator/manager of a crisis management room for preparedness and operation purposes.

By cross-correlating the weather forecasts (such as level of snow, precipitation, etc.) and a representative model 
of the road network, the service will be able to estimate the extension of the affected area and in particular of the 
network capacity. Based on the continuous improvement of weather forecasts as input, the service will simulate and 
evaluate different transport network scenarios, analysis of the demand assignment, the modal diversion, considering 
a multi and intermodal supply. 

The outcome will be indications for logistics-related activities useful in phase of decision-making and planning. The 
platform underlying the service is conceived as support to entities dealing with distribution tasks, without affecting 
nor changing procedures and legacy systems in place. The solution is designed to be integrated in the already available 
“procedure-in-use” at the operation center and it implements the latest weather forecast and impact estimation on 
the road network.

Figure 10: DST+MTCP conceptual map
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